
Linux SSL VPN (Checkpoint) Client Guide

Version-15-02-2023_v2

Disclaimer:-

Any links to third-party software available on this guide are provided “as is” without warranty of
any kind, either expressed or implied and such software is to be used at your own risk.

The use of the third-party software links on this guide is done at your own discretion and risk and
with agreement that you will be solely responsible for any damage to your computer system or
loss of data that results from such activities.

You are solely responsible for adequate protection and backup of the data and equipment used in
connection with any of the software linked to this guide, and we will not be liable for any damages
that you may suffer connection with downloading, installing, using, modifying or distributing such
software.

No advice or information, whether oral or written, obtained by you from us or from this guide shall
create any warranty for the software.

Additionally, we make no warranty that:

● The third-party software will meet your requirements.
● The third-party software will be uninterrupted, timely, secure or error-free.
● The results from the use of the third-party software will be effective, accurate or

reliable.
● The quality of the third-party software will meet your expectations.
● If errors or problems occur in connection with a download of the third-party software

obtained from the links on this document, they will be corrected.



This guide covers checkpoint SSL VPN client setup for Linux OS. Recommended and tested OS
in this document :

- Ubuntu 22.04 LTS
- Ubuntu 20.04 LTS

Although steps in this document are based on Ubuntu 20.04 LTS and Ubuntu 22.04 LTS, similar
steps should be applicable for other Linux Distro.

There are two methods to setup SSL VPN client:-

1. Manual Installation.
2. Using ChrootVPN – a 3rd-party wrapper for Checkpoint R80 VPN client.

Requirements:
- Terminal
- Web browser
- Sudo privilege



First Method: Manual Installation

This method consists of few parts as below:
1. Install Prerequisite (Install & update ubuntu packages).
2. Install Firefox
3. Install Java
4. Install SSL network extender and its dependencies.
5. Post Installation.
6. Connect to ASPIRE2A VPN via Checkpoint Mobile Access Portal.

1. Install Prerequisite
a. Update the repo.

$ sudo apt-get update && sudo apt-get upgrade

b. Install development package
$ sudo apt-get install software-properties-common apt-transport-https

wget curl build-essential



2. Install Firefox
By default, most Linux OS come with firefox pre-installed, if firefox is not installed in your OS,
you may install it using the command below:
$ sudo apt-get install firefox

3. Install Java
a. Install SDKMAN! as a Java repository.

$ cd ~

$ curl -s "https://get.sdkman.io" | bash

$ source "$HOME/.sdkman/bin/sdkman-init.sh"



b. List the available Java versions and select the Java oracle version.

$ sdk list java

PRESS Q TO QUIT

$ sdk install java 18.0.2-oracle



4. Install SSL Network Extender and its dependencies
a. Install xterm and libnss3-tools

$ sudo apt-get install xterm libnss3-tools

b. Install 32-bit compatible libraries.
$ sudo apt-get install libx11-6

$ sudo dpkg --add-architecture i386

$ sudo apt-get update

$ sudo apt-get install libx11-6:i386 libc6:i386 libncurses5:i386

libstdc++6:i386 libstdc++5:i386 libpam0g:i386



c. Download and install SSL network extender and cshell. This step requires sudo
privilege.

$ wget --no-check-certificate

https://103.72.192.1/sslvpn/SNX/INSTALL/snx_install.sh

$ wget --no-check-certificate

https://103.72.192.1/sslvpn/SNX/INSTALL/cshell_install.sh

$ chmod +x snx_install.sh

$ chmod +x cshell_install.sh

$ sudo ./snx_install.sh

$ sudo ./cshell_install.sh

https://103.72.192.1/sslvpn/SNX/INSTALL/snx_install.sh
https://103.72.192.1/sslvpn/SNX/INSTALL/cshell_install.sh


d. It is expected that it will be stuck at “Starting Mobile Access Portal Agent.” Please
do not use CTRL+C. Open the “System Monitor”, find the service name ”launcher”
and kill it.

e. Back to the terminal, the Mobile Access Portal Agent is terminated as shown
below.



5. Post Installation
Open “Startup Application Preferences'', uncheck the cshell.

Go back to Terminal, navigate to /usr/bin/cshell, run the script name “launcher” , and you
should get the result as below.

To verify cshell process:
$ ps -ef | grep -i cshell

cshell 3502 1721 1 21:06 ? 00:00:02 java -jar /usr/bin/cshell/CShell.jar

/tmp/cshell.fifo

3574    2333  0 21:09 pts/0    00:00:00 grep --color=auto -i cshell

In some cases, the self-signed SSL certificate is not recognized by the cshell. In this case,
please open the web browser and go to https://localhost:14186/id to accept the
certificate.



6. Connect to ASPIRE2A VPN via Checkpoint Mobile Access Portal.
NOTE: Please make sure the cshell is running before proceeding below
instructions. Refer to step 4 to check and verify.

a. Open the browser and go to the ASPIRE2A SSLVPN page.
https://103.72.192.1/sslvpn

b.

c. Set the login option as “NSCC_LDAP” and login with your ASPIRE2A credentials.
Approve the DUO 2FA notification in your mobile device.

https://103.72.192.1/sslvpn


d. Click on Connect button.

e. Click on the Trust server button and follow with the Continue Anyway button to
proceed.



f. Confirm the connection by selecting the YES button.



Connection is now established.

To disconnect the VPN:-
a) Open the browser and go to the ASPIRE2A SSL VPN page.

https://103.72.192.1/sslvpn

b) Click on disconnect.

https://103.72.192.1/sslvpn


Second Method: Using ChrootVPN

This method requires a script/wrapper maintained by a third-party. Please read our
Disclaimer.

1. Install and configure ChrootVPN wrapper.
a. Download and extract the ChrootVPN wrapper package.

$ wget

https://github.com/ruyrybeyro/chrootvpn/archive/refs/heads/main.zip

$ unzip main.zip

b. Setup the VPN client configuration. ASPIRE2A VPN Server is 103.72.192.1. This
step requires sudo privilege.
$ cd chrootvpn-main

$ sudo ./vpn.sh -i --vpn=103.72.192.1

$ sudo ./vpn.sh -i --vpn=103.72.192.1
[sudo] password for user:
ID=ubuntu
ID_LIKE=debian
DEB=true
Debian family setup
Hit:1 http://sg.archive.ubuntu.com/ubuntu jammy InRelease
Get:2 http://sg.archive.ubuntu.com/ubuntu jammy-updates InRelease
[114 kB]
Get:3 http://sg.archive.ubuntu.com/ubuntu jammy-backports
InRelease [106 kB]
Hit:4 https://download.docker.com/linux/ub
..
..
chroot setup done.
..

Policy installed: /etc/firefox/policies/policies.json
No Firefox policy installed
open browser with https://localhost:14186/id to accept new
localhost certificate

..
LAUNCHER> Starting CShell...
LAUNCHER> CShell Started

Accept localhost certificate anytime visiting
https://localhost:14186/id
If it does not work, launch vpn.sh in a terminal from the X11
console

open browser at https://103.72.192.1 to login/start  VPN



c. In some cases, the self-signed SSL certificate is not recognized by the cshell. In this
case, please open the web browser and go to https://localhost:14186/id to
accept the certificate.

d. Check and verify that cshell is running.
$ ./vpn.sh status | grep -i cshell

$ ./vpn.sh status | grep -i cshell
CShell running
CShell - installed version      80,0,0070,42
CShell - available for download 80,0,0070,42
CShell localhost self-signed CA certificate

If the cshell process is not running,  start the cshell.
$ ./vpn.sh status | grep -i cshell

$ ./vpn.sh status | grep -i cshell

argCommands->showStatus: CShell not running

$ ./vpn.sh start

$ ./vpn.sh start

non-network local connections being added to access control list

LAUNCHER> Starting CShell...

LAUNCHER> CShell Started

Accept localhost certificate anytime visiting

https://localhost:14186/id

If it does not work, launch vpn.sh in a terminal from the X11

console

open browser at https://103.72.192.1 to login/start  VPN

$ ./vpn.sh stop

$ ./vpn.sh stop

CShell stopped



2. Connect to ASPIRE2A VPN via Checkpoint Mobile Access Portal.
NOTE: Please make sure the cshell is running before proceeding below
instructions. Refer to step 1.d to check and verify.

a. Open the browser and go to the ASPIRE2A SSLVPN page.
https://103.72.192.1/sslvpn

b. Set the login option as “NSCC_LDAP” and login with your ASPIRE2A credentials.
Approve the DUO 2FA notification in your mobile device.



c. Click on Connect button.

d. Click on the Trust server button and follow with the Continue Anyway button to
proceed.



e. Confirm the connection by selecting the YES button.



Connection is now established.

To disconnect the VPN:-
c) Open the browser and go to the ASPIRE2A SSL VPN page.

https://103.72.192.1/sslvpn

d) Click on disconnect.

https://103.72.192.1/sslvpn


Troubleshooting Advice

1. The snx error (Ubuntu-20.04)
$ sudo ./snx_install.sh

Installation successful

snx: error while loading shared libraries: libpam.so.0: cannot open
shared object file: No such file or directory

Solution - Install below packages and rerun sns_install script.

To resolve this, run the following:
$ sudo apt-get install libstdc++5:i386 libpam0g:i386

Rerun snx =>

$ sudo ./snx_install.sh

Installation successful

Refresh the VPN URL and now it opens the extender.
$ sudo ldd /usr/bin/snx

2. Steps to start cshell automatically with system startup.
To start it automatically without sudo, run it in the .bashrc file, which will run with your
normal permissions every time you open a terminal. Alternatively, you could run it
once when you log in by placing it in your .profile file because everything in
.profile runs as sudo, so the launcher is going to get stuck.

Create a simple log file to determine whether the launcher should be launched each
time a terminal window is opened. To remove the log file each time you log in, add
the following lines to the .profile file.

if [ -f "/home/[MY-USER-NAME]/cshell_launcher.log" ]; then
rm /home/[MY-USER-NAME]/cshell_launcher.log

fi

On the .bashrc file should contain the following lines to check whether the launcher
file should be run every time you open a terminal:

if [ ! -f "/home/[MY-USER-NAME]/cshell_launcher.log" ]; then
/usr/bin/cshell/launcher >

/home/[MY-USER-NAME]/cshell_launcher.log
fi



Check if the log file we created is in your home directory by restarting your computer,
logging in to your user account and typing:

$ ls | grep cshell

cshell_launcher.log

Then show its contents by using cat and it should be displayed as the following:

$ cat cshell_launcher.log

LAUNCHER> Starting CShell...

LAUNCHER> CShell Started

Now you should be all set. You should be able to connect every time you log on to
your computer if you open your company's Check Point Mobile Access page. Don't
forget to open a terminal window first.


