ASPIRE2A+ VPN (WINDOWS)

1) Please go to the Check Point Enterprise Endpoint Download page as follows

https://www.checkpoint.com/quantum/remote-access-vpn/#downloads

2) Scroll down and c1ick download button to download the latest version of Check Point
Remote Access VPN Clients for Windows

Windows and Mac Android and i0S Browser

Remote Access Client for
Windows and Mac

* VPN Client
* VPN Auto-Connect
« Multi-Factor Authentication Support

+ Secure Hotspot Registration

* Compliance Scanning

+ Central Management

VIEW DATASHEET

. DOWNLOAD
Remote Access for Windows

(Windows 7, 8.1, 10 and 11)

DOWNLOAD

Remote Access for mac0S
[mac0S 10.14,10.15, 11 and 12)

3) Once installed, start the Check Point Endpoint Security VPN client. Press "ves" when

prompted with the message "No site is configured. Would you like to
configure a new site?"

—- Check Point

ia Check Point Endpoint Security VPN



https://www.checkpoint.com/quantum/remote-access-vpn/#downloads

4) Follow the wizard to create a new connection to ASPIRE2A+. Press “Next”.

B site Wizard ®

Welcome to the Site Wizard
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5) Enter vpnl.nscc.sg into “Server address or Name”. You can leave the field “Display
name” as it is. Press “Next”.

ﬁ] Site Wizard
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A site is your gateway to network resources.

To continue, fill in the required information and click next.

Server address or Name: vpnl.nscc.sg

C] Display name: vpnl.nscc.sg

Back Mexdt Cancel Help



6) Select “NscC_LDAP” and press “Next”. On the next screen, press “Finish”. Press
“Yes” when prompted with a message “Would you like to connect?”
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7) Click the Finish button.
E-‘;- Site Wizard X

Site created successfully

Back Cancel Help



8) Enter your ASPIRE2A+ “username” and “password” and click the “Connect” button to
connect to the VPN.

& Check Point Endpoint Security — O *

Site: vpnl.nscc.sg -

Authentication

Please provide a user name and password to authenticate

Username: Username

Password: I

CanCEI HElD

_ Selected Login Option: NSCC_LDAP Change Login Option Settings




9) Approve the connection in DUO for Multi-factor authentication (MFA).
a) open DUO on your phone
b) The Approve message will pop up.
c) Click "approve" to confirm the connection.

Note: There is a time limit for this operation. If delayed approving, then please reconnect
the VPN and follow MFA approval steps.

10) Launch your favorite terminal and type the following to connect to ASPIRE2A+. “userid” is
your ASPIRE2A+ user ID and password either your current or your previous one (before the 90
days password reset).

ssh -Y <userid>@aspire2p.nscc.sg

- End --
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